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Human Rights



Origins - European Convention of
Human Rights Article 8
European Convention on Human Rights provides a right to respect for one's "private and

family life, his home and his correspondence", subject to certain restrictions that are "in

accordance with law" and "necessary in a democratic society".

Article 8 – Right to respect for private and family life

Everyone has the right to respect for his private and family life, his home and his correspondence.

There shall be no interference by a public authority with the exercise of this right except such as is     
in accordance with the law and is necessary in a democratic society in the interests of national
security, public safety or the economic well-being of the country, for the prevention of disorder or
crime, for the protection of health or morals, or for the protection of the rights and freedoms of
others.



1948 Universal Declaration of Human Rights

1953 European Convention on Human Rights

1980 Org.Economic Cooperation & Devlopment
(OECD) Guidelines

1995 Data Privacy Directive 95/46/EU

2000 Charter of Fundamental Rights 

2002 e-Privacy Directive 

2016 General Data Protection Regulation

Context - Historical
development of

Privacy Legislation



Personal Data



An identifiable natural person is one who can be identified, directly or indirectly,

in particular by reference to an identifier such as a name, an identification

number, location data, an online identifier or to one or more factors specific to

the physical, physiological, genetic, mental, economic, cultural or social identity

of that natural person.

In accordance with Article 4(1) of the General Data Protection
Regulation (GDPR), personal data is defined as any information
relating to an identified or identifiable natural person (‘data subject’) 





Special (or ‘Sensitive’)
Personal Data Racial or Ethnic Origin

Political opinion

Religious or Philosophical Beliefs
Trades Union Membership

Biometric and Genetic Data 

Criminal Convictions      

Health Data

Sex Life, or Sex Orientation



Principles



Personal Data must be:

Fairly and lawfully processed 
Processed for limited purposes
Adequate, relevant and not excessive
Accurate 
Not kept for longer than is necessary
Processed in line with subject’s rights
Kept secure
Not transferred to countries without adequate      
protection

Fundamental Principles
- Article 5 GDPR





Rights of Data
Subjects Right to be informed 

Right of access 
Right to rectification 
Right to restrict processing 
Right to data portability 
Right to object to processing or storage 
Rights in relation to automated decision making
and profiling



Enforcement



Office of the Data Commissioner - Growth

Budget1.

2016: The DPC's budget was relatively modest at around €3.65 million. 

2018: The introduction of the GDPR led to a major increase in responsibilities for the

DPC, resulting in the budget increasing to €11.7 million. 

2019: The budget grew to around €15.2 million. 

2020: The DPC’s funding was further increased to €16.9 million, reflecting the growing

demands on the office. 

2021: The budget allocation reached approximately €19.1 million. 

2022: Funding continued to rise to around €23.2 million.

2023: The budget climbed to approximately €26.2 million.



Office of the Data Commissioner - Growth

   2.Personnel 

2016: The office had about 30 employees. 

2018: By the time GDPR came into effect, staff numbers had more than doubled, with

the DPC employing 110 people. 

2019: The number of staff increased to about 140. 

2020: The DPC employed around 145 people, as the office struggled to keep up with

demand and increased investigations. 

2021: Staffing levels rose to approximately 190 employees. 

2022: The workforce expanded to about 200 employees. 

2023: The office continued expanding, with around 210–220 staff





DPC Approach
Own Volition Inquiries 
Complaints
Inspection / Audit 
Legal Action / Stop Processing
Orders / Fines



Supervisory Authority Fines Issued
2018 -2023  

Enforcement Tracker

https://www.enforcementtracker.com/
https://www.enforcementtracker.com/








Compliance



Fundamental Principles 

Personal Data must be:
1. Fairly and lawfully processed 
2. Processed for limited purposes 
3. Adequate, relevant and not excessive 
4. Accurate 
5. Not kept for longer than is necessary 
6. Processed in line with subject’s rights 
7. Kept secure 
8. Not transferred to countries without adequate protection



Your Obligation as Committee
Members

Ensure and maintain a high degree of privacy and confidentiality
with regard to all Club Members’ personal data

Prevent Data Breaches 
If / when they do occur, notify UL Studentlife asap - be mindful of
mandatory 72 hour reporting requirement

Understand your obligations with regard to Subject Access
Requests - complete disclosure - max one month timeline from
first receipt to notification







Data Breach Definition 
Although the term "data breach" is not

specifically defined in the Directive,

Art.17(1) obliges controllers to: 
Protect personal data against accidental

or unlawful destruction or accidental loss,

alteration, unauthorised disclosure or

access, and against all other unlawful

forms of processing.



Breach Notification
Personal Data Breach of security leading to:
         Destruction 
         Loss
         Alteration
         Unauthorised disclosure or Access

Supervisory Authority notification required where

risk to rights and freedoms of individual is likely i.e.

detrimental effect 

Individual notification required where a high risk
to rights and freedoms of individuals is likely

72 hours from becoming aware to notification



A request is valid if it is clear that the individual is asking for
their personal data 
          Letter
          Email
    Phonecall ((although normal to request submission of  
follow-up in writing)

Scope - wide ranging: “personal data relating to an identifiable
individual whether provided by the data subject or not” 

Timeline - max one calendar month from receipt of initial
request

Subject Access Request



C&S Committees

Understand Obligations in relation to :

 - Data Breaches 

- Subject Access Requests 

If in doubt..ASK

Be acutely aware of responsibilities and

obligations associated with processing

data.



Closing Thoughts...

....Treat people’s data in the
way you would like others to

treat your own.



Questions?


